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Abstract

On a public blockchain, anyone can read every balance, payment,
and trade, and can often link them to their owners. Privacy pools
hide who owns which funds, but most of them rely on elliptic-curve
cryptography, which a quantum computer would break. Some de-
pend on an operator to reach DeFi, and disclosure tools reveal either
an account’s entire history or a single fact about where its funds
came from. We present Fuyu, a privacy pool for EVM chains that
addresses these problems. Fuyu records the owner of each payment
as a hash instead of an elliptic-curve public key, and it encrypts
each payment with X-Wing, which combines the post-quantum
ML-KEM-768 with elliptic-curve X25519 and stays secure while
either one is. An account’s recorded history therefore stays private
even against a future quantum computer, as long as ML-KEM-768
is secure. For DeFi, Fuyu’s Pool contract itself measures what each
action returned and records the result in a receipt that anyone can
finalize, so no operator is needed. No governance role, relayer, or
finalizer can pause the Pool or move, freeze, or reveal a user’s funds.
For compliance, an auditor asks Yes/No questions in the Fuyu Policy
Language (FPL), and for lower bounds on balances and activity, the
holder answers on its own device with proofs that reveal only the
answers. FPL’s type system decides which answers the holder’s
records can certify. A note can also require a second approval, such
as an institution’s Safe quorum. Among the pools that support both
private payments and DeFi, Fuyu offers the strongest privacy: it
is the only one whose payment encryption resists quantum com-
puters, and the only one whose audits prove facts about balances
and activity while revealing only the answers. Its DeFi actions also
cost 15 to 40% less gas than RAILGUN’s. We argue that Fuyu meets
its integrity, privacy, and disclosure goals under standard crypto-
graphic assumptions, given a publisher trusted to screen deposit
sources and admit venues.

1 Introduction

On Ethereum, transactions are “fully transparent by default” [23]:
anyone can see every balance, payment, and trade, and the record
is permanent. A bank account, in contrast, is visible only to its
owner, the bank, and the authorities. Blockchain addresses carry
no names, but they rarely stay anonymous. Users reveal their iden-
tities through public names, an exchange’s passport check, or by
accident [23], and analysts can then link a user’s other addresses
into one profile [24]. This exposure is costly. A fund’s positions
reveal its strategy, a company’s payments reveal its suppliers, and a
large visible balance invites extortion and physical attacks [27]. As
regulated stablecoins and tokenized securities move onchain [1],
the institutions that hold them cannot accept it.

The problem. Such users need programmable privacy: their trans-
actions are private by default, and they disclose information only
when they choose to [23]. Concretely, a holder should be able (i) to

keep its balances, payments, and trades private permanently, even
after quantum computers exist; (ii) to pay, earn yield in DeFi, and
withdraw without depending on any operator; and (iii) to prove
to each auditor exactly the facts that this auditor needs, such as
“the balance exceeds $1M” or “no deposit came from a sanctioned
address”, and nothing more. Throughout, only the holder should
be able to spend its funds or disclose its private data.

Existing approaches. Privacy pools such as Tornado Cash, RAIL-
GUN, and zkBob hide which deposit funded a withdrawal [8, 29,
31, 40], but they fall short in three ways. First, their privacy may
not last. Most rely on elliptic-curve cryptography, which a quan-
tum computer would break, and L2BEAT rates Tornado Cash and
RAILGUN at risk against a quantum adversary and Privacy Boost
exposed [22]. Privacy Pools records only hashes, but it offers neither
private transfers nor DeFi. Second, some pools depend on an op-
erator. Aztec Connect sent its users’ DeFi transactions through its
own operator, and when the operator shut down, users could only
withdraw [4, 5]. Third, disclosure is all or nothing. A Zcash viewing
key reveals an account’s entire history [18], a hosted audit service
decrypts every transaction inside a trusted enclave [30], and screen-
ing proofs show only where funds came from [11, 32]. Tornado
Cash can reveal only which deposit funded a withdrawal [22], and
it was sanctioned after being used to launder over $7 billion [37].

Challenges. Meeting these needs raises three challenges.

C1: Post-quantum privacy. Privacy matters most, and on a
blockchain it has to last. The record is public and permanent, so an
adversary can store it today and decrypt it once quantum comput-
ers break elliptic-curve cryptography. A pool must therefore hide
who owns each note, what each payment contains, and how each
recipient finds its payments, even from such an adversary.

C2: Decentralization. The protocol must have no central point
of failure: transfers, trades, and withdrawals must keep working
when an operator, a relayer, or the protocol’s governors stop. DeFi
makes this hard. A holder must create its proof before its trade
runs, so the proof cannot state what the trade will return, and some
party has to record the result. In Aztec Connect, that party was the
operator.

C3: Compliance. In a compliance review, a holder should not
have to hand over all its records, yet the auditor needs answers.
The middle ground is for the auditor to ask rich Yes/No questions
and for the holder to answer each one with a proof that reveals
only the answer. Records that a holder presents can prove a balance
above $1M, but they can never prove that no deposit came from a
sanctioned address, because the holder could leave some deposits
out. A disclosure system must know which answers need the com-
plete history. Institutional control is closely related: an institution’s
funds must follow its own approval rule, such as a multisig quorum.

Our approach. We present Fuyu (Figure 1), a privacy pool for
EVM chains that meets each challenge in turn.
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Figure 1: Fuyu’s architecture. The holder’s wallet proves a spend ° The Pool verifies the proof and the approval of the optional

controller (dashed) e, runs the action and measures its output e, and any party finalizes the receipt Q The auditor’s front

end checks a program of Yes/No questions in the Fuyu Policy Language (FPL) and compiles it to proof plans G The holder

answers with proofs from its own device e, which the auditor’s verifier checks against public history e

Post-quantum records (C1). Like Zerocash [8], Fuyu holds funds
in notes: each note is an amount of one asset with an owner, and the
Pool stores only a commitment to it. A Fuyu note records its owner
as a one-time hash of the owner’s key, and the tag that marks a note
as spent is also a hash, so neither contains an elliptic-curve public
key. When Alice pays Bob, her wallet encrypts Bob’s new note with
X-Wing [6], which combines the post-quantum ML-KEM-768 with
the elliptic-curve X25519 and stays secure while either one is. Bob’s
wallet finds his payments by trying to decrypt each new one, so
no elliptic-curve hint in the record points to him. The spend proof
also binds each ciphertext to its note. Recorded payments therefore
stay private against a quantum computer as long as ML-KEM-768
is secure.

Measured settlement (C2). For a DeFi action, the holder’s proof
fixes what the holder controls: the route, the exact input, the mini-
mum return, and the owner of the result. The Pool runs the action
itself, measures what the venue returned, and records the result in
a receipt. Any party can then finalize the receipt, which makes the
new note spendable, so no operator is needed. A holder can submit
its transactions through a relayer to hide its address, or submit
them itself. No governance role can pause the Pool or move, freeze,
or reveal a note, and no governance action can stop a note from
leaving the Pool. Once funds are private, no operator’s, relayer’s, or
governor’s absence can stop their transfers, trades, or withdrawals.
New deposits still depend on the publisher, since a deposit moves
privately only after it passes the source policy.

Selective disclosure (C3). An auditor writes its questions in our
Fuyu Policy Language (FPL). FPL’s type system decides, for each
question, whether the holder’s records can certify the answer or
only the account’s complete history can. For lower bounds on

balances and activity, the holder answers on its own device with
proofs that reveal only the answers, and the auditor checks them
against its own Ethereum node. Deposits must pass a published
source policy before they move privately, and, under a deny-list
policy, Fuyu’s governance can block an illicit source at once. For
institutional control, a note can require a second wallet, such as
a treasury’s Safe multisig, to approve every spend, like a second
factor (2FA). We call this wallet the note’s controller, and controlled
notes share one Pool with other notes.

Evaluation highlights.

e Privacy. Of the pools we compare, three support both private
payments and DeFi: RAILGUN, Privacy Boost, and Fuyu. Fuyu
offers the strongest privacy of the three, and it matches or beats
the other two on every row of Table 3. Only Fuyu keeps links pri-
vate against a future quantum adversary, as long as ML-KEM-768
is secure, because only its payment encryption resists quantum
computers; LZBEAT rates RAILGUN at risk and Privacy Boost
exposed against such an adversary. Only its audits prove facts
about balances and activity while revealing just the answers. An
auditor learns one Yes/No answer per question, but not which
payments count, how many there are, or their amounts, whereas
a viewing key reveals an account’s entire history.

e Cost. A DeFi action costs 31 to 40% less gas than in RAILGUN,
and still 15 to 23% less when the Pool holds a million notes. A
deposit costs 54% less than in Tornado Cash, and still 14% less at
a million notes.

e Compliance. FPL expresses all sixteen questions of our bench-
mark, and its types show that the holder’s records can certify a
Yes for twelve of them. Holders can prove five without revealing
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any record, while other systems answer at most two without
disclosing a history. Proving a balance over up to 64 notes takes
298 s with 16 threads, and verifying the proof takes 1.4 s.

Contributions. This paper makes five contributions.

e A language for compliance questions. We introduce FPL,
in which auditors write Yes/No questions about an account’s
history. Its type system decides whether the holder’s records can
certify each answer or only the complete history can, and its
compiler plans proofs only for the former (Section 6).

e Audits that reveal only the answer. A holder proves on its
own device that its balance, deposits, trades, or withdrawals
reach an amount such as 100,000 USDC, without revealing which
payments count, how many, or their amounts (Section 5.2).

e Payment records that stay private against a quantum com-
puter. Fuyu records owners as hashes instead of elliptic-curve
public keys and encrypts each payment with X-Wing. The spend
proof binds each ciphertext to its note, and recipients find pay-
ments by trying to decrypt them, without elliptic-curve hints.
Records stay private while ML-KEM-768 is secure (Section 4.1).

e DeFi with no central point of failure. The Pool measures
each action’s output and fixes it in a receipt that any party can
finalize, and no role can pause the Pool (Sections 3 and 4.4).

e Implementation and evaluation. We implemented Fuyu, and
all 23 funded end-to-end suites passed on a copy of Ethereum
mainnet. The highlights above summarize our comparison with
Tornado Cash, Privacy Pools, RAILGUN, and Privacy Boost (Sec-
tions 8 and 9).

2 Overview

2.1 Background

DeFi venues. Automated market makers [2] and tokenized
vaults [34] exchange one ERC-20 token for another. The rate is
fixed only when the call executes, since other transactions can
move it first, so a caller states the minimum output that it accepts.

Privacy pools. A privacy pool is one contract that holds the funds
of many users, so that a withdrawal cannot be linked to the deposit
that funded it [23]. Fuyu follows the note design of Zerocash [8].
A note is an amount of one asset that only the holder of a secret
can spend. The pool stores only a commitment to each note, as
a leaf of an append-only Merkle tree. To spend a note, its holder
proves in zero knowledge that it knows the opening of some leaf,
without saying which, and publishes the note’s nullifier, a tag that
blocks any second spend of the same note. A pool’s privacy is its
anonymity set, the users who could have made a given transaction;
address reuse, distinctive amounts, and timing shrink it [23].

Zero-knowledge proofs. Fuyu uses Groth16 [17], a proof system
with short proofs that are cheap to verify onchain, over circuits
written in Circom. We write R(X; w) for a relation between a public
statement X and a private witness w.

Safe accounts. A Safe holds assets under a set of owners and a
threshold, which its owners can change. An ordinary Safe transac-
tion needs signatures from at least threshold-many current owners,
which we call a quorum, while enabled modules can act without

them [33]. An owner is either an externally owned account (EOA)
or a contract, such as a passkey signer or another Safe.

Post-quantum encryption. A key encapsulation mechanism
(KEM) lets a sender derive a shared secret from a recipient’s public
key, and only the holder of the matching private key can recover it.
X-Wing combines post-quantum ML-KEM-768 with elliptic-curve
X25519 and stays secure while either does [6, 26].

2.2 Motivating Example

Consider a fund that keeps its treasury onchain in stablecoins and
tokenized shares, governed by a Safe multisig. The fund wants its
payments hidden for years, its idle stablecoins earning yield in a
lending vault without an operator, and its quorum rule to hold
for every payment. Each quarter its lender asks five questions. Is
the balance above $1M? Did any deposit come from a sanctioned
address? Was the vault position held on September 30? Did trading
stay within its daily limit? Is the owner a verified entity? A public
ledger answers the first four and reveals everything else; a privacy
pool reveals nothing and answers at most the second. Keeping its
payments private for years is challenge C1, earning yield without
an operator is C2, and enforcing its quorum rule and answering the
lender’s questions is C3. Figure 3 writes the questions in FPL.

2.3 Walkthrough

Figure 2 follows Alice’s deposit through four transactions and an
offchain query. Notes work like Bitcoin’s unspent outputs: a spend
consumes whole notes and creates new ones for payment and
change, so any amount can be deposited, paid, or withdrawn.

(1) Deposit. Alice deposits an amount a of a token X from her own
address. The Pool itself computes the commitment of a Pending
note, so a deposit needs no proof, and adds it to the note tree.
Everyone sees that Alice deposited a of X.

(2) Transfer. Alice pays Bob an amount b of X privately. Her wallet
spends her whole note and creates two Active notes: b of X
for Bob and a — b of change for her. It proves that she owns a
note in the tree and publishes that note’s nullifier, which the
Pool checks is unused. Each new note is a commitment and
an encryption of its opening under the recipient’s public key,
so Bob need not be online when Alice pays. Because Alice’s
note is Pending, this first private spend is screened: the proof
shows that the deposit’s source passes the source policy, a list of
allowed or denied deposit sources that the publisher maintains.
Alice’s wallet sends the proof to a relayer, which submits it from
the relayer’s own address, so Alice’s address does not appear.
Anyone can act as a relayer: the role needs no secret, and the
proof binds the whole request, so a relayer cannot alter it.

(3) Execute. Bob swaps his b of X for a token Y on Uniswap. His
proof authorizes an intent: exactly b of X in, through one admit-
ted route, at least m of Y back, and a fresh owner tag of Bob’s, a
one-time name for the result’s owner that links to no address.
The minimum m protects Bob against a price change before
execution. A route names an adapter, a contract that runs one
operation at one venue, and its asset pair. The relayer submits
Bob’s proof as in step 2. The Pool calls the adapter, measures its
own balance change, which is the amount g of Y that Uniswap
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Figure 2: One deposit’s path through Fuyu. (1) Alice deposits an amount a of token X. (2) She pays Bob b of X privately and
keeps a — b as change. A relayer submits her proof; relaying is permissionless, so anyone can be the relayer. (3) Through the
relayer, Bob swaps his b of X on Uniswap for at least m of token Y. The Pool measures the g of Y that Uniswap returns and fixes
Bob’s note for it in a receipt. (4) The relayer adds this note to the Pool’s note tree, which makes it spendable. (5) An auditor asks
whether Bob holds at least m of Y, and Bob answers with a proof. Layout after Thunderbolt [38].

returned, and requires ¢ > m. It then records a Settled note
for exactly g of Y, owned under Bob’s tag, in an action receipt
stored under the spent note’s nullifier. The receipt fixes the
note, but Bob cannot spend it until it is in the tree. Had Bob’s
note named a controller, such as the fund’s Safe, it would also
have to approve this spend (Section 4.3).

Finalize. The relayer now acts as the finalizer: it adds the re-
ceipt’s note to the note tree, which we call appending it. Every
spend proves membership in the tree, so only an appended note
is spendable. The receipt fixes the amount and the owner, so
the finalizer can change neither. Appending is a separate step
so that any other party could complete the receipt instead; by

©)

default, a router runs Execute and Finalize in one transaction
(Section 4.2).

Query. Later, an auditor asks, in FPL, whether Bob holds at least
m of Y. Bob runs the query on his own device and proves that
his unspent notes of Y total at least m, without revealing which
notes, how many, or their nullifiers. Answering is Bob’s choice,
and no Fuyu service takes part: the auditor’s own verifier checks
the proof against the Pool’s public history.

What observers learn. Table 1 lists what each operation reveals.

Observers see Alice’s deposit of a in step 1, the relayer as the sender
of steps 2 to 4, and the venue, the assets, and the amounts b, m, and



-
ww» Fuyu: Programmable Privacy

Table 1: What each operation reveals to all observers.

Table 2: What each party in Fuyu may and cannot do.

Operation Publicly revealed Party May Cannot
Every transaction ~ Submitter (such as a relayer) and timing Holder Authorize one exact intent ~ Create value; bypass a
Every spend Nullifiers, the tree root that it proves against, the fee, controller
relayer, and deadline, its controller with its approval, Controller Co-approve each spend of a  Spend without the note’s
and its Pending bit; a screened spend also names the controlled note opening
source policy that it satisfies Adapter Execute one admitted Choose the owner;
Deposit Depositor, asset, amount, the new note’s commitment, operation misreport the output
and its policy attachment Publisher Admit assets and routes Spend, freeze, or reveal
Transfer New commitments, their encrypted openings, and (governor) and publish source policies, notes; alter receipts
their policy attachments; the asset only when a fee is each at least seven days
paid in it after its proposal (at once in
Execute Route, exact input, minimum return, measured genesis)
output, Settled owner tag, and change commitment Guardian or At once: veto a proposal; Admit anything or lift a
Finalize Nothing new: the receipt was fixed at Execute council revoke an unprotected denial at once
Withdraw Recipient, asset, amount, and the change commitment route; deny 64 sources a day
Exit Deposit source, asset, payout recipient and amount, Genesis Any publisher change at Reopen genesis; spend,
and fee operator once, for up to 30 days freeze, or reveal notes
Relayer Submit, delay, or refuse a Alter a request
request
Finalizer Append a fixed receipt (any =~ Change its amount or
q of Bob’s action in step 3; trades against public venues reveal their party) owner
quantities anyway [3]. From step 2’s public Pending bit, they also Auditor Give the holder a program; ~ Compel an answer

see that it spent one of the unspent deposits that the source policy
covers. They do not see which one, that step 2 paid Bob, or that Bob
acted in step 3: a spend reveals nullifiers and new commitments,
not the notes that it consumed, and the Settled note’s owner tag
is fresh. The remaining handles for linking Bob’s action to Alice’s
deposit are the amounts and the timing, so common amounts and
delays still matter [23]. A holder leaves the Pool with a withdrawal
to a public recipient or, for a deposit that fails screening, a public
exit that reveals its source.

3 Threat Model and Goals

Parties and authority. Table 2 lists what each party may do. Au-
ditors include external auditors, counterparties, and regulated in-
termediaries, each running its own verifier.

Governance. The publisher is a governor contract, not a key. A
council contract, typically a threshold multisig, proposes admis-
sions, source policies, and role changes; each proposal waits at
least seven days. For at most 30 days after deployment, a genesis
operator can also make any such change at once; nothing reopens
this genesis window. A guardian and the council can act at once,
but only to reduce risk. Either can veto a proposal (the guardian
cannot veto its own replacement), revoke an unprotected route, or,
when the source policy is a deny list, deny a hacked or sanctioned
deposit source; together they can deny at most 64 sources a day. A
proposal can protect an exit route, and then neither can revoke it
at once (Appendix C.1).

Exits and upgrades. No role can pause the Pool or move, freeze,
or reveal a note, and a withdrawal needs no route, so a position’s
token can always be withdrawn. Upgrades ship as new routes and
periphery that users choose per action, or as a successor Pool that
holders may move to by spending; they never change the notes in
the Pool.

verify the answer

Trust and assumptions. We trust the publisher to classify deposit
sources correctly and to admit only adapters that behave as re-
viewed and only exact-transfer assets, whose every transfer moves
exactly the stated amount. We trust each client’s RPC endpoint to
report chain-final state. For FPL answers, we also trust the auditor’s
registry of price feeds, list snapshots, and credential issuers. We
assume that no adversary knows the trapdoor of any Groth16 setup,
that Groth16 is knowledge-sound [17], that note commitments are
binding and hiding, and that the KEM is IND-CCA secure. Spend
soundness rests on Groth16 over the BN254 curve, which a quan-
tum adversary could break, but the privacy of an account’s history
rests on no elliptic-curve assumption (Section 4.1). Appendix C.1
states them all.

Adversary. The adversary controls any holders other than the
victim; any relayers, finalizers, and auditors; but not the key of a
victim’s controlling wallet or, for a Safe, a quorum of its owners or
any of its enabled modules. It may submit malformed proofs, race
or replay transactions, and observe all public activity, including
pending transactions; an approval covers one exact statement, so a
captured approval authorizes no other spend. It may move venue
prices, for example by trading ahead of an action [12]; the holder’s
minimum return bounds the loss. For privacy, it may later obtain a
quantum computer and apply it to all recorded history.

Goals. Fuyu provides five integrity properties: ownership, sin-
gle consumption, conservation, fixed settlement and delivery, and
solvency (Section 7). For privacy, an operation reveals only its de-
clared fields (Table 1, in full Table 5), plus timing. For disclosure,
an accepted answer implies its statement, a rejected or missing
answer implies nothing, and an FPL answer is accepted only with



the evidence that its type requires. For control, a controlled note
moves only with its controller’s approval of that exact spend.

4 The Fuyu Protocol

This section defines the notes and the ledger, the post-quantum
delivery (C1), the operations, controlled notes, and the measured
settlement (C2). Appendix A gives the encodings, the action algo-
rithm, note recovery, and payments to unregistered addresses.

4.1 Notes and Ledger State

A Fuyu note works like a Zerocash note (Section 2.1) with three
additions. First, it commits to a controller, which is either zero or a
wallet that must co-approve each spend (Section 4.3). Second, it has
one of three types, which share one spend interface. A Pending note
records a public deposit, an Active note holds an encrypted pay-
ment or change, and a Settled note holds a quantity that an action
measured. Third, it carries a 32-byte policy attachment (Section 6),
which the Pool records under the note’s commitment but never
uses to restrict spending.

Ledger state. Each deployment has a domain D bound to its chain
and Pool address. The ledger consists of the note tree T, the spent-
nullifier set NV, a map J of action receipts, accounted asset reserves
C, and the policy attachments. A spend proves membership under
an accepted root: any nonzero root the Pool recorded after an append
stays accepted, and the spent-nullifier set prevents replay.

Commitments. The circuits hash with the Poseidon permuta-
tion [16]. A holder’s spend secret determines a public owner root
and a nullifier key, which recognizes the holder’s spends but cannot
authorize them. Each note has a fresh secret tweak and an owner
tag, which hashes the owner root with the tweak and therefore
links to no receiving address. A note’s commitment hashes its do-
main, asset, value, owner tag, serial, randomness, and controller;
its nullifier hashes the commitment under the nullifier key; and the
tree stores a typed leaf that marks the note as Pending, Active, or
Settled (Appendix A.1 gives each formula).

Private delivery. A recipient registers by publishing a receiving
descriptor (its owner root, an X-Wing public key, and a controller)
in Fuyu’s onchain receive directory. The sender encapsulates to the
X-Wing key. The shared secret determines the new note’s tweak,
and hence its owner tag, and also the key under which a Poseidon
cipher encrypts the note’s opening. The recipient finds the note
by decapsulating. A wallet derives all its keys from one random
seed, and with the seed alone it rebuilds its whole account from
public events: it decapsulates each output’s KEM ciphertext, and it
re-derives the tweak of each deposit and settlement from a public
recovery salt (Appendix A.3). The Pool also lets any address publish
an encrypted profile and replace it only by compare-and-swap, so
a wallet can keep its encrypted seed onchain. Directory keys and
KEM ciphertexts contain X25519 values, but breaking X25519 yields
only half of each X-Wing shared secret, so a quantum adversary
still faces ML-KEM-768.

4.2 Operations

Value enters the Pool with a DEposIT, moves through any number of
TRANSFER and EXECUTE operations, and leaves with a WITHDRAW
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or, for a Pending note that cannot pass screening, a source-revealing
exit: a public withdrawal of exactly that note, which reveals the de-
posit’s source and creates no private output. Each EXECUTE (Stage 1)
is completed by a FINALIZE (Stage 2).

Deposit. The Pool collects exactly the stated amount of an ad-
mitted token or of the chain’s native asset and appends a Pending
commitment that it computes from the amount, the source, the
block, and an owner commitment that binds the owner tag and the
controller that the depositor chose (Section 4.4).

Spends. Every other operation spends one or two whole notes
with one proof and creates up to two notes, such as a payment and
its change. Let g, v; be the inputs, yo, y; the private outputs, v}y
a public payout, vg. a fee, d an external input, and a € {0, 1} the
action flag. The circuit range-checks every amount and enforces

v + 01 = Yo + (1 — Q)Y1 + Vpay + Ugee +d. (1)

The relation Rpenq(X;w) holds when the witness w opens the
inputs under the accepted root in X, binds them all to one pub-
lic controller, derives their nullifiers, satisfies the source policy
for a Pending input (Section 5.1), and builds output commitments
and ciphertexts that obey Equation (1). The statement X binds the
domain, the root, the nullifiers, the outputs, and a digest of the
complete request: the recipient, fee, relayer, deadline, the outputs’
policy attachments, and both outputs’ KEM ciphertexts, and for an
action also its route, minimum return, and settlement owner. The
Pool verifies the proof, rejects unknown roots, spent nullifiers, and
expired requests, and applies the transition atomically.

Transfer and withdraw. A transfer appends its Active outputs in
the same step as its spend, and a withdrawal pays vp.y to a public
recipient and appends the private change. A stateless router can
chain up to eight spends in one transaction, each proved against
the root that the earlier ones create, so that a payment to several
recipients, or a merge, lands completely or not at all.

Execute and finalize. For an action, the proof fixes the route, the
exact input d, the minimum return gmin, and the settlement owner
O (Section 4.4). In Stage 1, the Pool consumes the inputs, calls
the adapter, requires an exact input debit and a measured output
g 2 gmin, and stores the receipt J[n9] = (Cchanges Csettled) Under the
first input nullifier ng; any failure reverts the whole transaction.
In Stage 2, any caller appends the receipt’s commitments, and the
Pool deletes the receipt. By default, a router runs both stages in one
transaction (Algorithm 1 in Appendix A.2).

4.3 Controlled Notes

A note with a controller can be spent only with two independent
authorizations: a valid spend proof, which needs the note’s open-
ing, and the controller’s approval. The Pool checks an EIP-712
approval [9], bound to the chain and the Pool, over hashes of the
exact proof, statement, request, and verification key. The controller
is any wallet: an EOA signs the approval with its key, a contract
wallet confirms it through ERC-1271, and a Safe checks it against
its current owners and threshold [33], even with one owner; be-
cause the Pool passes the Safe the approval’s preimage, passkey and
nested-Safe owners count toward its quorum. The gate covers every
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spend, withdrawals and Execute included, and no call through a
Safe or its modules bypasses it.

A Safe’s quorum is current-state authority: when the Safe changes
its owners or threshold, later spends need the new quorum. Con-
trolled and ordinary notes share one Pool and one note tree, so no
Safe needs its own pool, but every spend reveals its controller, so
a controller’s spends are linkable (Table 1). Each other owner of a
Safe can check a proposed spend before signing it (Appendix A.2).

4.4 Measured Settlement and the Note Tree

The settlement owner O is an owner commitment that binds a fresh
owner tag and the input’s controller. From the measured output
q, its asset, a serial derived from ng, and O, the Pool computes the
Settled note’s commitment cgetieq (Equation (8) in Appendix A.1).
The receipt thus binds the measured output to the authorized owner
before any append, so no adapter or finalizer can change them.

Note tree. The note tree is a lean incremental Merkle tree of at
most 2°2 typed leaves, so an append hashes about % log, n times
with n notes instead of at all 32 levels (Appendix A.1).

5 Accountability: Screening and Selective
Disclosure

Source screening checks a deposit’s source when the deposit first
moves privately, and selective disclosure answers an auditor’s ques-
tions on demand.

5.1 Source-Screened Deposits

The publisher posts source policies, each with a scheduled activa-
tion and expiry. A source policy consists of the root of an indexed in-
terval tree over source addresses, for membership proofs in ALLOW
mode or non-membership proofs in DENY mode, and a coverage
block, the last deposit block that the review covers. A screened spend
is any spend of a Pending note other than the source-revealing exit.
Its proof shows that the deposit’s source satisfies the root and that
the deposit block plus the deployment’s minimum delay is at most
the coverage block, and the Pool checks that this policy is in force.
Each republication of the policy, including a denial, advances its
epoch, a sequence number that the proof binds. A screened proof
made before a republication must therefore be made again and, for
a controlled note, approved again. Screening checks a spend’s direct
Pending inputs only, and only once; later notes carry no proof of
ancestry. It resembles Privacy Pools’ association sets [11], but the
publisher, not the user, picks the set.

5.2 Holder-Run Audits

An audit is a program, an FPL query (Section 6) that the auditor
gives the holder. The holder proves the answers on its own device,
and the auditor checks them with its own verifier against its own
node, so no server receives a witness or a viewing key.

Two relations answer programs. The notes relation proves that
the subject’s notes of a requested kind reach a threshold. For hold-
ings, these are the notes held unspent at the question’s block; for
receipts and deposits, the notes received or deposited. The spend-
records relation does the same for the subject’s trades and with-
drawals. Each proof has four public inputs: a hash of its plan, which

fixes its program, question, snapshot, and statement; an account
tag, salted per program, that binds the proof to every key that the
subject has registered (its key generations); and two blinded run-
ning totals that chain a fixed number of steps, so the number of
notes stays hidden. No commitment, nullifier, amount, or position
is public. A held note is proved unspent by non-membership in the
set of spent nullifiers, which the verifier rebuilds from the Pool’s
history, so the note’s later spend stays unlinked.

6 The Fuyu Policy Language

The lender of Section 2.2 does not want the treasury’s transactions;
it wants answers to five questions. FPL is a query language for such
questions, and it is how Fuyu meets challenge C3. Fixed disclosure
tools cannot serve, because each auditor asks different questions
and some answers are negative. An auditor writes a query, a set
of named Yes/No questions about an account’s complete history,
and gives it to the holder as a program identified by its digest; the
holder answers each question with evidence. A policy can state
consent in advance: it names the auditors who may ask, the classes
of questions that each may ask, and the public facts that an answer
may reveal. The Pool reserves one opaque attachment per note
for a policy’s commitment and never interprets it (Section 4.1).
Attaching a policy is optional, and a holder-run program consults
no attachment, so for such a program consent is the holder’s choice
to run it. No answer is given without the holder’s participation,
and FPL never restricts what an account may do, so it can gain
new question forms without changing the Pool. FPL gives three
guarantees.

o Certification typing. The type system uses each question’s mono-
tonicity to decide which answers the holder’s records certify
and which need a certificate that the history is complete, so no
omitted record can change a certified answer, and every answer
states the evidence that it needs (Section 6.3).

e Effect coverage. Under a policy, every public fact an answer re-
veals is in the one grant that admits the question (Section 6.3).

o Fail-closed lowering. A verifier backend refuses a whole program
unless its verifier certifies every question, and names each ques-
tion that it cannot certify with the reason; the query plan names
the evidence that every answer needs (Section 6.4).

Example. Figure 3 writes the treasury’s policy and the lender’s
quarterly review in FPL’s surface syntax. The review asks the five
questions, and a sixth, cleared, that combines four of them, about
the treasury’s history through block 24,000,100 of the example
chain. The first grant admits holdings questions such as the one
that Bob answers in Figure 2, whether he holds at least m of token Y.
The second grant admits all six questions, because naming the trea-
sury adds its identity to what every answer reveals. On the example
history, the reference front end answers Yes, No, Yes, Yes, Yes, and
Yes, and the answers rest on different evidence (Section 9.3). Notes
worth at least $1M witness the first Yes, a vault-share note held
on September 30 witnesses the third, and a credential witnesses
the fifth. The No to the second question and the Yes to the fourth
concern all deposits and trades, so only a complete history certifies
them. Asked in a program of its own, the third question is proved
with the notes relation (Section 5.2). For a Safe treasury, replaying



policy TreasuryDisclosure {
permit auditor ask holdings expose manifest(CurrentView);
permit auditor ask holdings, provenance, activity,
identity expose manifest(AuditReview);
}

query QuarterlyReview for auditor about treasury
at finalized(24000100) expires 1893456000 {
over_1m: value(USD) >= 1_000_000 USD;
sanctioned_funds: exists deposit where source in OFAC@17;
held_sep_30:
balance(stataUSDC) at 2026-09-30 >= 25_000 stataUSDC;
within_limits: every day in 2026-07-01..2026-09-30:
sum(trade.amount_in in USD) <= 50_000 USD;
verified_entity: attested(KycIssuer, verified_entity);
cleared: over_1m and not sanctioned_funds
and within_limits and verified_entity;

Figure 3: The treasury’s disclosure policy and the lender’s
quarterly review in FPL. Each question is answered Yes or No
over the treasury’s complete history through the snapshot.

p == policy(g) policy
g == grant(u,C,E) | g®g grants
C ¢ {hold, prov, act, id} capabilities
Q == query(u,s,h,n, 68, v,q) query
q = XxQ question
@ :=rtvac|IRF|BRF|YRF=G
| attested(is, cl,t) | x
| everypI.¢ | somepl. ¢ windows
| ~oloreloVve
7 == bal(a,F, t) | val(N, F,t) holdings
| count(R,F) | sum(R.f,N,F) aggregates
F,G:::fl><u|f€Ij|f¢Z|f€I field tests
| =F|FAF|FVF
R = deposit | trade | transfer | withdrawal | receipt
P ::= hour | day | week | month periods

Figure 4: Abstract syntax of FPL.

the Pool’s events by controller would list all of its trades and with-
drawals (Appendix B.3). With this evidence, the lender would learn
six Yes/No answers and the public facts that its grant names, and
nothing about the treasury’s other transactions.

6.1 Syntax

Figure 4 gives the abstract syntax. A stored policy is fixed when
a note is issued; a query arrives later, from an auditor. A grant
names an auditor u, a set of capabilities C, and an effect set E, but
no threshold, subject, or snapshot of any particular query. Ques-
tions are closed formulas without recursion, unbounded iteration,
or access to any state outside the account’s history and the reg-
istered names below, so evaluating a question always terminates.
Implication ¢ = i abbreviates ~¢ V ¢. In this section, C, E, N, g, x,
and w denote capabilities, effects, numeraires, questions, question
names, and windows, not the ledger symbols of Section 4.
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Names and bindings. Names resolve in a trusted registry: an
admitted asset a; a numeraire N such as USD, with one reviewed
price feed per priced asset and a staleness bound; a union L of
content-addressed address-list snapshots; a credential issuer is and
a claim cl that it issues; an authenticated auditor u; and a set E of
named public effects, which a policy writes as a reviewed manifest
such as manifest(CurrentView). A query names its auditor u, an
optional subject s (the account asked about), an optional policy
digest h, a chain-final snapshot 7, an expiry J, and an optional
nonce v. Each question x: ¢ may refer to the answers of earlier
questions.

6.2 History and Semantics

History. A query ranges over the history M of its subject’s ac-
count through the snapshot: every record since the Pool’s deploy-
ment. A subject’s account is every note owned under a receiving
key that it registered in the receive directory through the snapshot,
revoked keys included, or, for a Safe subject, every note that the
Safe controls. M consists of five relations, one note set, and the
subject’s issuer credentials; prices and list snapshots are shared
registry inputs. Records carry their block and time. The relation
deposit holds the source address, asset, and amount of each de-
posit credited to the account. The relation trade has one record
per Stage-1 action that spends the account’s notes, with its venue,
asset pair, input, and measured output (Stage 2 adds none). The
relation transfer holds the private transfers received or sent, and
withdrawal holds the withdrawals and exits with their recipients.
The relation receipt holds every Active note that the account’s keys
can spend, payments and change alike (a received note, unrelated
to the action receipts of Section 4.2). The note set H records ev-
ery note that the account ever held, with its asset, amount, origin,
creation time, and spend time, and with src(o), the public deposit
sources that directly funded the creating event of note o. Funds that
reached a note through earlier Active or Settled notes contribute
no direct source, because the Pool screened them when they left
Pending (Section 5.1). Times are Unix seconds of chain-final blocks,
and a date names a whole UTC day.

Denotations. Let t be the evaluation point, initially the snapshot
time, and w an optional window. Write R(w) for R’s records through
the snapshot, limited to w when a window is present, and H (t) for
the notes held at ¢: created at or before t and unspent at ¢. With ¢’
an explicit time point or else ¢,

[[3R.F]| = [{r € R(w) : F(n}]| > 0,
[[VR.F = G| = Arer(w), r(r) G(r),
[[count(R, F)]| = [{r € R(w) : F(r)}|

|
] @
[[sum(R.f, N, F)T| = Zrereu, r(r) Py (a7, 7-time),
|
|

[[bal(a’ F, t/)] Zoe‘H(t’),oAu:a,F(o) 0.amount,
[[val(N, F, t')]] = Zoen(17), (o) PXn (0.0, 0.amount, '),

where 7R.F is the negation of 3R.F, a, is the unit of field f in record
r, and a sum without a numeraire adds amounts of one asset. The
conversion pxy(a,x,t) = [x - pr- 109N /10%+%r | where d, and
dy are the decimals of a and N, uses the latest answer pr, with d,,,
decimals, of a’s registered feed at or before t. Evaluation fails if that
answer is older than N’s staleness bound or if a converted asset
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has no feed. attested(is, cl, t’) holds when the issuer’s credential
for claim cl names the subject and is valid and unrevoked at #’.
A window everyp I. ¢ is the conjunction of ¢ over the calendar-
aligned P-periods of I, each clipped to I and evaluated at its last
second; somep is the disjunction. A question reference x denotes
that question’s answer at the snapshot. The connectives are strict,
so every operand is evaluated and no failure is masked by another
operand’s value, and arithmetic is exact over unbounded integers.

6.3 Static Semantics

Units. Every term has a sort, such as an amount of one asset, a
value in a numeraire, or a count, and a comparison’s bound must
have the term’s sort, so a bound of 1 sSAAPL on a USDC balance is
a type error (Appendix B.3).

Capabilities and effects. Each question ¢ has the capabilities C(¢p)
that its terms use: hold for balances and values, prov for deposits and
sources, act for trades, transfers, withdrawals, and received notes,
and id for credentials; a reference inherits those of the question
that it names. Its effects E(¢) collect the auditor and the snapshot,
the deployment’s floor effects of each capability (the public facts
that every answer in that capability reveals), and one effect for each
feature that it uses: a list digest, a price source, window bounds,
an issuer, a named subject, and a history scope when an answer
needs a complete history. The floor of hold is the public field set of
a holdings proof (Section 5.2). A grant g = grant(u’, C, E) admits a
question when it names the query’s auditor and covers both sets:

Admit(g.¢) = [« =u] A [C(p) € C A [E(p) CEI.  (3)

Grants are alternatives: g; ® g, admits ¢ if g; or g does, and no
question combines the auditor of one grant with the capabilities of
another. A resolved grant must also declare the floor effects of its
capabilities, so no policy can declare an answer to be less revealing
than the proof that carries it. Each answer reveals one bit and the
public facts that E(¢) names; a verifier checks every other part of
a witness inside a proof or against data that E(¢) already names. A
grant bounds which questions an auditor may ask, not how many.
Adaptively chosen thresholds reveal one bit each, so about log, B
answers fix a balance of B atomic units; the holder, who takes part
in every answer, decides how many to give.

Certification. The central design decision is to type each ques-
tion by the evidence that certifies its answers. Let M C M be the
records that the holder presents. Each is authenticated on its own,
from public data or a proof, as a record of the subject’s account,
with every field of its record in M (a note’s spend time and com-
plete direct-source set, a credential’s revocation status), and distinct
presented records are distinct records of M. We call ¢ upward if
el (M) = [[¢]](M) for every such M and every M on which [[¢]]
is defined, and downward if =[[¢]] (M) = =[[¢]](M). A Yes to an
upward question is certified by a witness, the presented records
that make it true, and a No to a downward question by a counter-
witness. Every other answer needs a certificate Ry;s; that M=M
for the named subject’s account. The judgment T + ¢ : Ans[x*, k7],
where T is the resolved registry, records the method for the Yes
(x*) and for the No (x~), with x € {wit, cmp} and wit C cmp; we
call the pair the question’s profile. Lower bounds, existence, and

credentials are upward:
€ {2 >}
T F o< c: Ans[wit, cmp]

I + 3R.F : Ans[wit, cmp]
(4)

s# L
T + attested(...) : Ans[wit,cmp]

The other atoms are negations of these: 7 < cis —=(r > ¢), 7 < cis
(7 > ¢), BR.F is =3R.F,and YR.F = G is =3R.(F A—~G). Negation
exchanges the two methods, and a conjunction or disjunction takes,
in each direction, the join of its operands’ methods:
T'ke:Ans[xt, k]
Tk =g :Ans[k™, k]

~ 6)
T'Foi:Ans[k], k]

T ki o Ans[kf Uiy, k] UKy ]
where o € {A, V}. Comparisons with = or # have Ans[cmp, cmp],

windows take the profile of their body, and a reference takes the
profile of the question that it names.

PROPOSITION 6.1 (WITNESS SOUNDNESS). IfT F ¢ : Ans[wit, k7],
then ¢ is upward; if T + ¢ : Ans[x*, wit], then ¢ is downward.

Appendix B.3 sketches the proof, by induction on the derivation.

For example, a balance threshold has the profile Ans[wit, cmp],
and an aggregate equality such as count(trade) == 3 has
the profile Ans[cmp,cmp]. In Figure 3, a Yes to over_1m, to
sanctioned_funds, to held_sep_30, or to verified_entity
is witnessed, and so is a No to within_limits, by a single day over
the limit. The combination cleared mixes both directions, so only
a complete history certifies its answers. Without a subject, Rpjst
has no referent, so the checker admits only witnessed answers and
rejects a question that no witness can certify either way. When the
holder presents no witness, the question stays unanswered.

6.4 Verification and Compilation

Verifiers. Each kind of evidence that an answer needs can be
checked against published data: Pool events for notes, deposits, and
spends, and registered feeds and issuers for prices and credentials
(Table 6 in Appendix B.3). Of these, the notes and spend-records
relations of Section 5.2 have verifiers, and each proves the Yes of a
lower bound: an existence, a count or sum of at least a threshold,
or a balance of at least an amount.

Holder-run acceptance. A question Q of a program lowers to parts,
each a fixed chain of proofs of one relation. Write oy for the chain-
final Pool state at the program’s snapshot f; for bal(a, F,t) > m,
is the last block at or before t. Let ®g (o) state that notes (or spend
records) of the subject’s registered keys reach Q’s thresholds: each
is in og’s note tree (or spend records), passes Q’s filters, and, for
holdings, is unspent in o4, and no note counts twice. The verifier
compiles the program itself, rebuilds the note tree, spent nullifiers,
and spend records at f from its own node, reads the subject’s key
generations from the receive directory, and accepts 7 when

vaudit(Q’ T, Uﬁ) =1: (6)

every proof verifies under the pinned key against the plan hash that
the verifier recomputes, every proof carries the subject’s account



tag for this program, and each chain starts at zero, continues its
blinded totals, and ends at the thresholds. Acceptance implies .

The answer certifies this Yes for the subject’s registered account:
each counted note is owned under one of its keys, and each spend
record matches both a nullifier of such a key and the account’s
controller, so a Safe’s answer never counts personal spends of the
same key. As with any key-based proof, parties who share a spend
secret can pool notes in one answer (Appendix C.2).

Compilation. The FPL front end resolves names; checks units,
capabilities, effects, grants, and profiles; and emits one of two arti-
facts. A query plan states, for each question, its profile, its admitting
grant, the records, lists, price sources, issuers, time points, and
complete-history scope that its answers need, and the record sets
that no verifier proves. The holder-run planner lowers each sup-
ported lower bound to parts of the notes or spend-records relation
and binds each plan to the program’s digest. It refuses a program
with any other question, naming it and the reason (Appendix B.2),
so it never emits a plan that its verifier cannot certify.

Verifier soundness. Every FPL verifier must be one-way sound:
it accepts a complete answer only if it equals [[¢]](M) for the
complete history at 7, and a witnessed answer only in the direction
that the question’s profile certifies. The holder-run path meets this
for the subject’s registered account, by Claim 7 and the proposition
above.

7 Security Analysis

The protocol meets the goals of Section 3 under its assumptions.
Each claim states why it holds; Appendix C gives the arguments.

Integrity. Claim 1 (ownership): an accepted spend consumes only
notes whose openings the prover knows, and a controlled note
only with its controller’s approval over the exact statement, for a
genuine Safe its current quorum, by knowledge soundness and the
Pool’s approval check. Claim 2 (single consumption): each opening
determines one nullifier, which the Pool records atomically and
never accepts twice. Claim 3 (conservation): Equation (1) accounts
for every input, and an action’s output enters only as the Pool’s
measured balance change. Claim 4 (fixed settlement and delivery):
FINALIZE appends only the stored receipt, whose cgeteq binds the
measured g and the authorized owner (Equation (8)), and the spend
relation ties each ciphertext to its commitment. Claim 5 (solvency):
for each asset a, every transition preserves Bal, > U+ Res,, custody
against unspent notes and outputs reserved for finalization.

Privacy. Claim 6 (declared leakage): an operation reveals only
the fields that Table 5 declares for it and its timing, because proofs
are zero knowledge, commitments hiding, ciphertexts semantically
secure, nullifiers pseudorandom, and settlement owner tags fresh.
The claim also holds against a later quantum adversary if ML-KEM-
768 is IND-CCA secure against it: owners and nullifiers are hashes,
an X25519 value yields only half of an X-Wing secret, and signatures
protect no note secret.

Disclosure. Claim 7 (disclosure soundness): an accepted answer to
a holder-run program implies the statement ®¢ of Section 6.4 for
the subject’s registered account, and a rejected or missing answer
implies nothing. Claim 8 (certified answers): an accepted witnessed
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answer to ¢ equals [[¢]] (M) for the account that the witness au-
thenticates, by the witness-soundness proposition of Section 6.3,
and an answer whose type requires a complete history is accepted
only with a certificate for the named subject.

8 Implementation

We implemented Fuyu as EVM contracts, Circom circuits with
Groth16 keys for the spend relation and the two audit relations,
a web application with a browser prover, a reference front end
for FPL, and an audit library that proves and verifies the answers
to holder-run programs. Admitted routes cover Uniswap V3 and
several lending vaults, and adding an asset or a pair needs no change
to the spend relation.

9 Evaluation

We compare Fuyu with the systems of Table 3 along three questions.
RQ1 (control): How finely can holders and institutions control who
may spend, complete, and read? RQ2 (cost and security): What do
operations cost, and what remains of funds and privacy in the worst
case by L2BEAT’s criteria? RQ3 (expressiveness): Which questions
can an auditor ask in FPL, and which answers can a holder prove?

Setup. We ran every experiment on a 16-core Linux host (AMD
EPYC 7B12). Fuyu’s 23 funded suites each deploy a fresh Pool on
a copy of Ethereum mainnet at block 26,038,058 and run against
the deployed Uniswap V3, Aave, sDAI, and Safe 1.4.1 contracts; all
passed. The suites and their gas receipts predate EOA and ERC-
1271 controllers and native-ETH action legs, which the measured
operations do not use. Other systems’ facts come from their docu-
mentation, LZBEAT’s reviews [22], and mainnet transactions (Ap-
pendix D).

9.1 RQ1: Control

Only Fuyu pairs an optional second approval with a history that
no one else reads (Table 3). Like Privacy Pools and Privacy Boost, it
can bar an illicit deposit from private use at once (Section 3). Any
party can complete an action by finalizing its receipt, whereas Aztec
Connect’s actions depended on its operator [4]. In Tornado Cash,
Privacy Pools, RAILGUN, and zkBob, one secret authorizes every
spend, and Aztec Connect let any one of several keys spend [4, 40];
a shared viewing key shows an account’s whole history. Penumbra
and Zcash split a key among owners on their own chains [18, 28],
and Privacy Boost lets a smart account approve spends, while its
operator’s enclave reads every note. A Fuyu spend reveals its con-
troller, so a Safe’s spends are linkable (Table 1), which threshold
keys hide.

9.2 RQ2: Cost and Security

L2BEAT rates link privacy against five adversaries: a public observer,
a chain analyst who matches amounts and timing, a network ob-
server, a privileged insider such as an operator or a governing body,
and a future quantum adversary. It also records the exit window,
the time users have to leave before an upgrade takes effect, and
the trusted setup [22]. Table 3 gives its ratings and ours for Fuyu,
which keeps links private against all but a privileged insider.
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Table 3: Fuyu against privacy systems on Ethereum and OP
Mainnet. @: yes, or the link stays private; ©: partly, or at risk;
O: no, or exposed. Link privacy follows LZBEAT’s ratings [22]
and, for Fuyu, our assessment; all five keep the link private
against a public and a network observer.

g 3z 3 3

E £ = g 5.

e & 2 £ &
Control (RQ1)
Private transfers O o [} [} [ ]
Optional second approval O ©) O © [ J
No one else reads history [ ) ® [} @) [ ]
Selective disclosure © © © O [}
Blocks illicit deposits at once (e} [ ) © [} [ ]
Security (RQ2): link privacy against
A chain analyst [ ) ® [} @) [ J
A privileged insider [ ) © © (@) ©
A future quantum adversary © ® © @) [ J
Security (RQ2): the worst case
Infinite exit window [} ( J © O [ J
DeFi without an operator (@] (@] [ ] © [ ]

M Tornado Cash Privacy Pools RAILGUN M Fuyu

1.5 —

Gas (millions)

0.5 -

1 a |

Deposit Private transfer ~ Withdrawal DeFi action

Figure 5: Gas per operation on Ethereum: each system’s me-
dian over recent mainnet transactions, and Fuyu’s funded-
suite receipts on a fresh Pool with few notes; the text gives

costs at a million notes. No bar: no such operation.

No role can pause, freeze, move, or reveal a note, and no upgrade
changes a note in the Pool (Section 3), so the exit window is infinite.
We rate Fuyu private against a future quantum adversary: while
ML-KEM-768 holds, it learns no link from the hashes and X-Wing
ciphertexts that Fuyu records. Separately, spend soundness rests
on Groth16 over BN254 (Section 3). We rate Fuyu at risk against
a privileged insider: its guardian or council can deny a deposit’s
source at once, leaving the deposit only the public exit, and after
seven public days the council can publish a source policy that
narrows the deposits among which a first private spend hides; the
genesis operator can do both at once. Denials are capped at 64 a
day, which limits how many sources can be denied quickly but not
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Table 4: Sixteen auditor questions (Appendix D): holdings (H),
provenance (P), activity (A), identity (I). Yes, No: @ the holder’s
records certify it, © only a complete history does. Holder-run:
® lowered to proofs of the notes or spend-records relation,
© refused, naming its reason. Others: © an association set
answers it for one deposit, O only the full history does.

O
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Yes Holder-run Others
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o

Question

funds_100k
held_sep_30
over_Tm
kept_50k
under_cap
sanctioned_funds
clean_funds
deposited_1m
within_limits
withdrew_g3
active_trader
no_large_exit
paid_out
verified_entity
accredited
cleared
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= jav)
0000020000000
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000000000 ®®0000

o
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=

which; every change is public, and no policy reaches an already
screened note. Fuyu’s Groth16 keys need a multi-party ceremony,
whose participant count is TBD; L2BEAT counts 23 to 80 for the
other four.

Fuyu’s DeFi action costs less than RAILGUN’s relayed venue
calls (Figure 5): 1.40M gas for an Aave supply in two transactions,
and 1.60M for a swap and supply in one, against RAILGUN’s median
of 2.33M, mostly for aggregator swaps. Deposits and transfers cost
less than in RAILGUN, and a deposit about as much as in Privacy
Pools. Withdrawals cost more than in Tornado Cash and Privacy
Pools: one spend relation with 39 public inputs serves every op-
eration, and a withdrawal records a post-quantum ciphertext for
its change. Appending costs more as the tree grows: at a million
notes, an operation’s new notes add about 0.38M gas (Appendix D).
A deposit would then cost 0.80M, still below Tornado Cash’s. A
transfer would cost 1.28M and a withdrawal 1.26M, 17% and 9%
above RAILGUN’s, and the two actions would cost 1.79M and 1.98M,
still below RAILGUN’s.

9.3 ROQ3: Expressiveness

FPL expresses all sixteen benchmark questions, and the holder-run
planner lowers five to proofs; without disclosing a history, other sys-
tems answer at most the two source questions, with an association-
set proof for one deposit [11, 32]. We modeled the questions on
those that lenders ask and that FATF guidance asks virtual-asset
service providers to check [13], including the review of Figure 3,
and ran FPL’s checker and planner on them (Table 4).

Twelve are upward, so the holder’s records certify a Yes; three
are downward, so only a complete history certifies their Yes; and
the combined review needs a complete history for both answers.
The planner lowers five Yes answers to proofs of the notes or spend-



records relation, which hide which records answer, how many, and
their amounts. It refuses the other eleven by name: seven upward
ones because no holder-run proof covers their evidence (a price,
the spans of an every window, a source set, a transfer’s opening,
or a credential), and four that need a complete history.

With 16 threads, a holdings question over up to 64 notes proved
in 298 s and a withdrawals question in 143 s, and the auditor’s
verifier checked each in 1.4 s. In the web application, capped at four
CPUs, a holder proved both after a real deposit and withdrawal in
483 s, fetching the keys included.

10 Related Work

Shielded payments. Zerocash introduced notes, commitments,
and nullifiers [8], Zexe generalized them to private computation
over records [10], and Tornado Cash brought fixed-denomination
mixing to Ethereum [29]. Deployed pools leak through timing and
amounts [20], which is why Fuyu declares its leakage per operation.
Most of them also record elliptic-curve keys or shares that a quan-
tum adversary could use (Table 3), whereas Fuyu records owners
and nullifiers as hashes, and its X-Wing delivery leaves such an
adversary facing ML-KEM-768 [6].

Private DeFi. Hawk, Zapper, and zkay make contract data and
state private [21, 35, 36]. Fuyu instead leaves public venues un-
modified and keeps only ownership private. Baum et al. survey
privacy-enhancing technologies in finance more broadly [7]. Aztec
Connect batched deposits per bridge call [4], zkBob’s operators
submit its tree updates [40], and Penumbra batches public swaps
on its own chain [28]. RAILGUN’s relay contract comes closest: it
runs public calls against a private balance and re-shields its whole
token balance in the same transaction [31]. Fuyu instead credits the
measured output of one admitted action to the owner that the proof
named, so a controller can co-approve the action, and asynchronous
venues settle through the same receipts.

Accountable privacy. Garman, Green, and Miers add policy en-
forcement and selective tracing to Zerocash-style payments [15].
Association sets prove where funds came from [11, 32], and Fuyu’s
source screening applies the same idea when a spend consumes
a deposit. zkLedger’s aggregate answers are complete because its
ledger holds a commitment for every bank in every transaction [25].
Fuyu’s note tree offers no such completeness, which is why FPL
types each answer by the evidence that certifies it.

Privacy languages. zkay checks privacy annotations in contracts,
Zapper compiles private contracts for zero-knowledge execution,
and ZQL compiles privacy-preserving queries [14, 35, 36]. vSQL
proves SQL answers over outsourced data correct and complete [39],
and work on incomplete databases finds the answers that hold in
every completion [19]. FPL restricts no transaction: its types assign
each answer, by monotonicity, the evidence that certifies it.

11 Conclusion

Fuyu shows that a privacy pool can keep payments private against
a quantum computer, let no operator’s or governor’s absence stop
private transfers, trades, or withdrawals, and let auditors ask rich
questions while holders prove lower bounds on balances and activ-
ity without revealing records. Fuyu records each owner as a hash
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and encrypts each payment with X-Wing, so recorded payments
stay private while ML-KEM-768 holds. The Pool fixes each action’s
measured outcome in a receipt that anyone can finalize. The holder
answers auditors with proofs, and FPL’s types state the evidence
that each answer needs. Of the systems that we compared, only
Fuyu proves facts about balances and activity without revealing the
records behind them, and its DeFi actions cost less than RAILGUN’s,
the only other pool that reaches venues without an operator. An
optional controller, such as a Safe quorum, can co-approve each
spend, and every upgrade ships as periphery or a successor Pool
that holders choose.
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A Protocol Details

A.1 Encodings

The circuits hash with Poseidon: Hy(zy, . .., zx) absorbs k field ele-
ments into a zero initial state and returns the first output element,
and integer tags separate what is hashed. A holder’s spend secret k
determines the owner root R = H3(218, k, 0) and the nullifier key
nk = H3(219,k,0), and a note with secret tweak t has the owner
tag o = H3(220, R, t). An Active note with asset a, value v, serial s,
randomness p, and controller ctl, a 160-bit address, in domain D
has commitment ¢ and nullifier n:

¢ = Hg(202, D, a,v,0,s, p,0),
n = Hy(224, D, nk, c).

¢ = H3(216,¢, ctl),
(7

A Pending commitment binds (D, a, v, source, block, s, O) under tag
201 for the owner commitment O = H;(215, H3(217, 0, p), ctl), so
the controller is bound into every note type, including ordinary
notes whose controller is zero. For a Settled note, the Pool computes
the serial s = H3(214, D, np) from the first input nullifier n, and,
for a measured output q of asset b, evaluates from receipt data

(:0 =H3(213,D, b), {1 =H3(§0, q,S’),
Csettled = H3(§1’ O, 0)~ (8)

The tree stores the typed leaf ¢ = H;(203, ty, c¢), with ty € {0, 1,2}
for Pending, Active, and Settled notes. Its nodes are H3(204,1,r); a
node without a right sibling rises unchanged, so an append hashes
once per set bit of its position, and the empty tree’s root is 0, which
the Pool never accepts. A membership path marks the levels that
have a sibling, and leaves and nodes hash under distinct tags, so a
path that reaches the root starts at a leaf.

A.2 Operations

Statements. The request digest of Section 4.2 also covers the Pool
domain, the asset, the payout, the nullifiers, the output commit-
ments, the exit fields, and, for a screened spend, the source policy’s
epoch. An action’s digest also fixes its change and the policy at-
tachments of the change and the settlement, and its request carries
one parameter word for the adapter, which lets a venue take a user
parameter without a new Pool; every reviewed adapter requires it
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Algorithm 1 Executing and finalizing one admitted action.

1: procedure EXECUTE(Tgpend, X, A)

2 Decode (a, b, d, qmin, O, Ufee, 0, 1, Cchange) from X, A
3 require SpendOK (7gpend, X, A, T, N)

4: require ControllerOK(X, A)

5: require a # b, RouteOK(A, a, b)

6 require Cla] > d + vgee, J[n0] =@

7 require capacity for 1 + [Cchange # 0] leaves
8 N — NU{ng,n1};Cla]l « Cla] — d — v
9 (l; q) « CallAdapter(A, d, Gmin)
10: Measure input debit A, and output credit g
11: require A, =d, b=b, 4=q
12: require 0 < ¢ < 2'2 — 1, ¢ > qmin
13: Cl[b] < C[b] +q
14: Csettled < SettledCM(D, b, q, ng, O)

> before the call

15: J[no] < (Cchanges Csettled); Teserve leaf slots
16: Pay fee vg, to the relayer
17: return J[ng| > neither output is spendable

18: end procedure

19: procedure FINALIZE(j)

20: require J[j] = (Cchange’ Csettled) €Xists

21: Delete J|[j]; release its reserved slots

22: Append (1, cehange) if nonzero, then (2, cgetled) to T

23: Record the policy attachments fixed in Stage 1 for those leaves
24: Remember the new root; leave N, C unchanged

25: end procedure

26: procedure SETTLE(Zgpend, X, A)
27: EXECUTE(7Tspends X, A)

28: FINALIZE(ng)

29: end procedure

> the router’s default

> in the same transaction

to be zero. The Pool computes the settlement owner O from the
request and the input’s public controller, so the settlement and the
change keep that controller, while each payment output carries its
recipient’s declared controller. Because the proof fixes the owner
tag without proving knowledge of its opening, the wallet derives
the tweak from its seed and the public recovery salt.

Deposits. An address’s first deposit publishes its encrypted pro-
file (Section A.3), and the Pool records a pointer to it, the profile’s
block number and ciphertext hash. Each later deposit names the
current pointer, so that a wallet funds only the profile that it opened,
and the next deposit nonce, so that a retry deposits at most once.

The action algorithm. In Algorithm 1, SpendOK covers the spend
proof, the accepted root, unused and distinct nullifiers, the source
policy, the action digest, and the deadline. ControllerOK checks
a nonzero controller’s approval, for a Safe its current quorum.
RouteOK requires admitted exact-transfer assets, the published
route and runtime code hash, and an adapter bound to this Pool.
The Pool marks the nullifiers and debits the input reserve before
the external call (line 8), under a reentrancy guard, and any later
failure reverts the whole transaction. FINALIZE re-checks neither
admission nor approval, because it spends nothing, and it cannot
change the owner or the amount.

Balance. All terms of Equation (1) are in the input asset. An
ordinary operation has @ = d = 0, and an action has @ = 1 and
Upay = Y1 = 0, 50 y is its change. The second input may be con-
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strained padding with a distinct nullifier, which the Pool also marks,
and zero output commitments are never appended.

Delivery binding. The circuit takes each output’s KEM shared
secret as a private input, derives the tweak and the symmetric key
from it, and requires the public Poseidon ciphertext to decrypt to the
output’s asset, value, randomness, and controller and to the request
or action digest. The digest in turn binds the KEM ciphertexts, one
for each nonzero output, so no relayer can replace or reorder them.
A valid commitment therefore cannot be paired with an unrelated
delivery payload, and a sender that encapsulates to a wrong key
can only lose its own payment.

Validity. A request’s deadline may be the largest 256-bit value,
so that its proof stays valid until it executes or one of its inputs is
spent, since a failed execution spends nothing. A screened proof
lapses when the source policy is republished, even only to change
its expiry (Section 5.1), and a Safe approval, which the Pool checks
against the live Safe, fails once a signing owner is removed or the
threshold rises above its signatures, but not when an owner joins
or the threshold falls.

Controller approval. The signed EIP-712 data holds the Pool do-
main, the operation, the controller, and hashes of the complete
encoded proof, statement, request, sender capsule, and verification
key, so even a proof regenerated for a newer root needs new ap-
provals. The Pool verifies an EOA’s signature itself, asks a contract
wallet through ERC-1271 only when the approval says so, and other-
wise hands this preimage to a Safe-compatible threshold-signature
interface in a static call; a rejected route never falls back to another.
A co-signer, any other owner of the Safe, can check a proposed
spend from a restricted opening of each private output, without
the spend secret or the seed: it re-encapsulates, recomputes the
commitment and both ciphertexts, and checks the proof.

A.3 Recovering Notes from Public History

A wallet reconstructs its account from authenticated Pool events
with its seed, which determines the spend secret, owner root, nulli-
fier key, X-Wing key pair, and viewing material. It credits a Pending
note only if the owner commitment, note commitment, and typed
leaf that it re-derives from the deposit’s recovery salt agree, and
an Active output only if the commitment and typed leaf that it
recomputes from the decrypted opening, with the serial derived
from the spend’s first nullifier and the output’s index, match the
Pool’s. A sender capsule carries both outputs’ shared secrets for
the sender’s own recovery, and a Settled note is rebuilt from the
recorded recovery salt and owner tag once Stage 2 is chain-final.
Public data cannot restore an opening, so the seed is the holder’s
only path back to its notes. A key rotation replaces the address’s
profile with one that seals up to 32 earlier seeds under a key de-
rived from the new seed, so the newest seed reopens every key
generation, while an older seed reveals no newer one.

A.4 Payments to Unregistered Addresses

A claim link pays a wallet without a receiving descriptor through
a private transfer to a one-time descriptor derived from a secret
in the link. Its controller, a claim contract that only a claim or a
refund deploys, names the wallet, a one-time refund address, and



-
ww» Fuyu: Programmable Privacy

the deadline, and spending needs the link’s secret and the wallet’s
signature before the deadline or the refund signer’s from then on. A
deposit Portal gives an account a fixed ERC-20 address that names
no owner; a permissionless sweep turns plain transfers to it into
Pending notes against invoices published in advance, and their
screening rests on the publisher’s classification of the Portal.

B Leakage and Disclosure Details
B.1 Declared Leakage

Table 5 extends Table 1 to every field of the onchain record; network
metadata, such as IP addresses, lies outside it. The source-policy
context of a screened spend consists of the root, mode, and coverage
block of its policy and the deployment’s minimum delay, and it
narrows one of the spend’s inputs to the unspent Pending notes
that the policy covers. A controlled action’s change and settlement
inherit its public controller, so its venue actions and amounts are
attributable to it, whereas a recipient’s controller stays hidden until
the output is spent, unless the receive directory lists the recipient.
A policy attachment reveals only whether it is zero.

B.2 Holder-Run Audits

The compiler lowers each question to one part per conjunct and
turns a strict bound > m into > m + 1. Each part’s plan names
the program’s SHA-256 digest, the question and part, the relation
and its key’s digest, the snapshot, and the statement. A step proves
four notes or eight spend records, so 16 or 8 steps reach the recom-
mended cap of 64, and strictly increasing positions keep any record
from counting twice. The account tag is salted with the program’s
digest and nonce, so answers to two programs cannot be linked.
The compiler refuses a program without a nonce or a subject,
and every question that needs a complete history: a no or all
quantifier, a negation, or a comparison other than a lower bound. It
also refuses disjunctions and implications, since proving one side
would reveal which side holds; windows, since a proof for one span
would reveal that span and an every window would need a proof
chain per span; and priced values and sums, source and list filters,
# in a filter, transfers, attestations, and count bounds above 65,535.

B.3 FPL Details

Sorts and field tests. A balance of asset a has sort Amount[a], a
value or a sum in a numeraire N has sort Value[N], and a count
has sort Count; decimals must convert exactly to atomic units. List
tests on direct sources are affirmative: src € L holds when the note
has at least one direct source and all of them lie in i and src ¢ L
when it has at least one and none of them does, so a note without a
direct source satisfies neither.

Witness soundness. The proposition of Section 6.3 follows by
induction on the derivation, and on question order for references. A
field test reads one record, and a presented record carries every field
of its record in M, so each filtered set {r € R(w) : F(r)} and each
held set (t) can only grow from M to M, and so can existence,
counts, and valid credentials. Amounts and prices are non-negative,
so sums, balances, and values can only grow as well; a lower bound
that holds on M therefore holds on M, and an upper bound that
fails on M fails on M. Negation exchanges the two properties. Con-
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Table 5: Every field that each operation makes public.

Operation Publicly revealed

Every transaction
Every spend

Submitting account and timing

Nullifiers, accepted root, fee, relayer, deadline,
sender capsule, spending controller and its approval
(a Safe’s owner signatures or a claim link’s
signature), and the Pending bit with, when it is set
outside an exit, the source-policy context
Depositor, asset, amount, owner commitment,
recovery salt, policy attachment, and either the
encrypted profile or its pointer and deposit nonce
Output commitments, KEM and Poseidon
ciphertexts, and policy attachments; with a relayer
fee, also the asset and the fee

Its spends share one transaction, and each later
spend proves against a root that only the earlier
spends’ outputs produce, which links them
Adapter and route, asset pair, exact input, minimum
return, measured output, change commitment and
ciphertexts, settlement owner tag, parameter word,
recovery fields, and the change and settlement
attachments

No new note data; the receipt was fixed at Execute
Recipient, asset, amount, change commitment,
ciphertext, and policy attachment

Deposit source, asset, payout recipient and amount,
fee

The claim controller’s deployment (named wallet,
refund address, deadline) and the approving
signature, whose time tells a claim from a refund
Payer, asset, and amount; the sweep is a deposit
whose depositor is the Portal, and a published
invoice reveals its asset, amount range, owner
commitment, and salt

Owner, the new encrypted profile, and the number
of earlier key generations that it carries

On registration: the address, its owner root, X-Wing
public key, and controller, now publicly linked; a
revocation reveals the address

Deposit

Transfer

Router batch

Execute

Finalize
Withdraw

Exit

Claim or refund

Portal payment

Profile replacement

Receive directory

junction, disjunction, and windows, which are finite conjunctions
or disjunctions, preserve each property of their operands.

Permissions. Under a policy, a record may back an answer only
if the attachment of every note that it creates or spends opens to a
policy that admits the question for this auditor, and a zero attach-
ment admits nothing. A complete answer is refused unless every
record that it reads is permitted, since the permitted remainder
could omit the record that would change it.

Verifier soundness. One-way soundness (Section 6.4) bounds
what a verifier accepts. Coverage, meaning that every true answer
has an accepted certificate, is a separate property that depends on
the evidence paths of Table 6, and a question whose evidence no
verifier checks stays unanswered.

Complete histories. Any verifier can list every public record for a
complete-history certificate by replaying the Pool’s events up to
a chain-final block, without a root stored by the Pool. For a Safe



Table 6: Verification paths for the evidence of FPL answers.
The first three rows have verifiers; the others list the data a
verifier would read.

Evidence Check Published data

Notes held at ¢ Notes relation, Equation (6) Note root, spend

events, key
directory
Receipts, deposits ~ Notes relation Note root, key
directory
Trades, Spend-records relation Spend events, key
withdrawals directory

Deposit sources
Complete Safe
spends

Prices, credentials

Deposit record and opening
Replay by controller

Deposit events
Spend events
Feed answer; issuer signature Feed and issuer
registries

All Pool events

Other histories History relation

subject, replay alone completes the trade and withdrawal relations,
because every spend publishes its controller, and actions and with-
drawals publish their amounts (Table 1). A history relation would
classify every replayed record under every key that the subject
registered, with no change to the Pool.

Attachments. A note’s policy attachment is
Cp = Keccak256(abi.encode(tag, chain, Pool, hy, salt))

for a fresh nonzero salt and the SHA-256 digest h,, of the resolved
policy p, which names its language version. A query’s digest ex-
cludes the holder’s policy, so both sides agree on the questions
before the policy is revealed.

C Security Details

C.1 Assumptions

We assume that each relation’s Groth16 setup was run so that no
adversary knows its trapdoor, for example through a multi-party
ceremony, and that Groth16 is then knowledge-sound, as Groth
proves in the generic group model [17]. We also assume binding
and hiding note commitments, an IND-CCA-secure KEM and a
secure symmetric layer for delivery, and a host chain that provides
an authenticated final order. Privacy against a later quantum adver-
sary also assumes that ML-KEM-768 stays IND-CCA secure against
it. Holders keep their seeds secret, also from a later quantum adver-
sary; how a wallet stores its seed lies outside the protocol. Admitted
assets are exact-transfer tokens, with no transfer fee or rebasing,
and balances are accounted faithfully; no contract can prove an
issuer’s offchain backing. Nullifiers are pseudorandom in the nul-
lifier key nk, and Poseidon is collision-resistant, so each tree root
binds its leaves.

Clients do not trust relays or indexers; they replay Pool history
from an RPC endpoint that they trust to report chain-final state,
and they credit only chain-final outputs. FPL answers also trust the
auditor’s registry: its price feeds and staleness bounds, list snap-
shots, credential issuers and their status services, and the bindings
of auditor and subject names. Services that the adversary controls
can delay requests but gain no spending authority. Adapters and
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assets that violate their admission assumptions are outside the
model. The integrity and disclosure properties assume that commit-
ments, ciphertexts, and recovery salts stay available onchain and
that verifiers read the current nullifier set.

Governance. The publisher is trusted to classify sources and to
admit only adapters that behave as reviewed. After a proposal’s
delay, anyone may execute it within 14 days, and the genesis oper-
ator can end the genesis window early. The 64 daily denials count
per UTC day, so up to 128 can fall within 24 hours across midnight.
Only a proposal or the genesis operator lifts a denial or revokes a
protected exit route, such as a vault redemption. A reviewer can
extend the policy’s coverage and set its expiry within fixed bounds.
Governance can neither pause nor reorder transfers, withdrawals,
exits, or finalization, nor change a verifier or the note format.

Liveness. A relayer can refuse a request, an asset issuer can re-
strict transfers out of the Pool, as regulated stablecoin issuers must
be able to [1], and a stalled source policy leaves Pending deposits
only the exit; each delays progress without violating safety. No ser-
vice is needed to leave: a holder with its seed and any RPC endpoint
can recover its notes, finalize its actions, and withdraw.

C.2 Arguments

Claim 1 (ownership). By knowledge soundness, an accepted proof
implies an opening of each real input under an accepted root (Equa-
tion (7)). Every real input carries the public spending controller. For
a nonzero controller, the Pool checks the controller’s approval (for
a Safe, its quorum) over hashes of the exact proof, statement, and
request before it applies the transition.

Claim 2 (single consumption). Each opening determines one
canonical nullifier. The Pool rejects any nullifier already in A and
records the new ones in the same atomic step as the rest of the
transition. A later proof against an older accepted root therefore
still fails, because the nullifier is already marked.

Claim 3 (conservation). A deposit credits exactly the quantity that
the Pool collects. Equation (1), with every amount range-checked,
accounts for the input debit, fee, payout, and private change in the
input asset. For an action, the Pool admits the output asset only
through its own measured balance change q. With exact-transfer
tokens, measured changes equal the amounts that actually moved.
An adapter or token that violates these assumptions falls outside
the argument.

Claim 4 (fixed settlement and delivery). Stage 1 computes Cgetled
from the measured g and the proof-authorized owner (Equation (8))
and stores it with the change commitment in J[ng]. FINALIZE checks
those commitments against the stored receipt, appends them, and
deletes the receipt, so a finalizer can choose neither another quantity
nor another owner, and no receipt can be appended twice. Delivery
follows from the delivery binding of the spend relation (Section A.2),
which ties each ciphertext to its commitment.

Claim 5 (solvency). The ledger records accounted reserves C[a],
whereas actual token balances may also include unallocated dona-
tions. A deposit raises custody and Pending liabilities by the same
amount. An ordinary spend redistributes liabilities or pays them
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out. An action lowers the input asset’s custody and liabilities by the
input debit and the fee, and raises the output asset’s custody and
reservations by the measured q. Finalization moves the reserved
change and output into U, and U, without counting them twice, so
every transition preserves Bal, > U, + Res, for each asset a.

Claim 6 (declared leakage). Groth16 proofs are zero knowledge,
so the spend and audit proofs reveal nothing beyond their public
statements. Note commitments are hiding, recipient ciphertexts are
semantically secure, nullifiers are pseudorandom in the nullifier
key, and settlement owner tags are fresh, since wallets derive a
fresh tweak for each action. Every other value that an operation
makes public, in its calldata, its public statement, or its events, is
either a field that Table 5 lists for that operation or a function of
such fields and the public order of transactions. The spend verifier’s
input layout and the Pool’s event definitions fix these fields. An
external action publishes the fields from which its settlement is
built, so its privacy rests on the secrecy of the tweak, which keeps
the owner tag unlinked to the holder’s root and to its other activity.
Anonymity therefore depends on how the Pool is used, not only
on the size of its tree.

The claim also holds against a later quantum adversary if ML-
KEM-768 is IND-CCA secure against it. Owner roots, owner tags,
commitments, and nullifiers are Poseidon images; each payment’s
opening is a Poseidon ciphertext under a key derived from an X-
Wing shared secret, which stays secret while either of X-Wing’s
components is secure [6]; and sender capsules use AES-256-GCM.
An encrypted profile is opaque to the Pool, and the seeds that it
holds stay secret by the assumption of Section C.1. Directory keys
and KEM ciphertexts hold X25519 values, but breaking X25519
yields only half of each X-Wing shared secret, which leaves the ad-
versary facing ML-KEM-768, and controller approvals and transac-
tion signatures authorize actions but protect no note secret. Sound-
ness is not claimed against such an adversary.

Claim 7 (disclosure soundness). By knowledge soundness of the
notes and spend-records relations, an accepted chain implies open-
ings of distinct notes, or spend records, that pass the statement’s
filters and reach its thresholds, each owned under a key whose
owner root is one of the generations hashed into the account tag
and, for holdings, whose nullifier lies outside the spent set. The ver-
ifier’s checks (Vaudit in Equation (6)) supply the rest of ®: the plan
hash that it recomputes binds the program, question, part, snap-
shot, and statement; the roots that it rebuilds from its own node
make the trees and the spent set the Pool’s at the snapshot; and the
generations that it reads from the receive directory make the tag
the subject’s. A rejected or missing answer carries no information:
a holder may decline, and any failed check rejects.

Claim 8 (certified answers). The witness-soundness proposition
of Section 6.3 shows that an upward question that holds on authen-
ticated records holds on the complete history, and that a downward
question that fails on them fails on it. The checker assigns ev-
ery other answer the method cmp, and each backend lowers only
questions that its relation certifies (Section 6.4). Under Ry the
presented records are all of M, so the answer computed from them
is [[@]] (M). For balance thresholds, Claim 7 supplies the authenti-
cated record.
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query Benchmark for auditor about treasury
at finalized(1020) expires 1893456000 nonce 0x7777 {
funds_100k: balance(USDC) >= 100_000 USDC;
held_sep_3@: balance(USDC) at 2026-09-30 >= 25_000 USDC;
over_1m: value(USD) >= 1_000_000 USD;
kept_50k: every day in 2026-07-01..2026-09-30:
balance(USDC) >= 50_00@ USDC;
under_cap: balance(USDC) <= 5_000_000 USDC;
sanctioned_funds: exists deposit where source in OFAC@17;
clean_funds: balance(USDC where
source not in OFAC@17) >= 10_000 USDC;
deposited_1m: sum(deposit.amount
where asset == USDC) >= 1_000_000 USDC;
within_limits: every day in 2026-07-01..2026-09-30:
sum(trade.amount_in in USD) <= 50_000 USD;
withdrew_qg3: sum(withdrawal.amount where asset == USDC
and time in 2026-07-01..2026-09-30) >= 10_000 USDC;
active_trader: count(trade) >= 10;
no_large_exit:
no withdrawal where amount >= 1_000_00@ USDC;
paid_out: sum(transfer.amount where direction == out
and asset == USDC) >= 1_000 USDC;
verified_entity: attested(KycIssuer, verified_entity);
accredited: attested(KycIssuer, accredited_investor)
and over_1m;
cleared: over_1m and not sanctioned_funds
and within_limits and verified_entity;

Figure 6: The sixteen benchmark questions of Table 4 in FPL.
The nonce, 32 bytes in the program, is shortened.

Scope of a disclosure. An accepted answer binds keys, not a per-
son: parties who share a spend secret can pool their notes in one
answer, and for an account absent from the receive directory, the
holder declares its key generations, so the answer shows only that
the holder controls them. It says nothing about the account’s other
notes and does not establish Safe spending authority.

D Evaluation Details

Gas. For the other systems, Figure 5 shows medians over their
latest successful mainnet transactions of each kind up to block
26,067,900: 100 deposits and 100 withdrawals through Tornado
Cash’s router, 52 ETH deposits and 105 relayed withdrawals through
Privacy Pools’ entry point, and 64 RAILGUN shields, 88 private
transfers, and 74 transactions with an unshield. RAILGUN’s DeFi
median uses the 38 of the 6,429 transactions of its relay contract in
blocks 25,481,717 to 26,067,921 whose calls reached another con-
tract, mostly swap aggregators. Fuyu’s bars are a funded suite’s
second deposit, a relayed transfer, a relayed withdrawal with change
that pays a relay fee, and a 200 USDC Aave supply in two trans-
actions (1.20M and 0.20M gas). On cold storage at 128 random
tree sizes per point, one new note costs 0.14M gas with four to
eight notes and 0.51M with one to two million. Inserting two notes
together grows by about as much, so the million-note figures of
Section 9.2 add this growth, about 0.38M gas, once per operation.

Benchmark questions. Figure 6 lists the sixteen questions of Sec-
tion 9.3. The planner refused the whole program, naming the eleven
that it cannot prove, and lowered a program of the other five to
proof plans.
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